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Abstract

Cyberattacks are a critical patient safety issue, yet security
controls often fail to account for the uniqueness of the clinical
environment. This paper addresses the gap in understanding
clinicians’ security perspectives through a mixed-methods
study, with 12 interviews of US clinicians, followed by a
303-participant survey of clinicians across the US, UK, and
Canada. Our findings reveal a significant misalignment be-
tween perceived threats and deployed controls. Clinicians
perceive confidentiality failures (e.g., data breaches) as most
likely. They view integrity failures (e.g., manipulated val-
ues) as catastrophic but trust their own expertise to ignore
anomalous data. Finally, they manage likely and dangerous
availability failures with analog workarounds like paper chart-
ing, introducing new risks. These results show the need to
integrate clinicians into security, highlighting where existing
approaches are lacking and providing recommendations for
developing more effective, clinician-centered security.

1 Introduction

Cyberattacks against healthcare organizations are not merely
IT incidents; they are patient safety crises. High-profile ran-
somware attacks and network outages have crippled hospital
operations, canceled appointments, and delayed critical care,
costing single health systems over $100 million and impact-
ing patient care [35,39,47,50, 66,68, 70]. Policymakers and
healthcare leaders have declared “Cybersecurity is patient
safety” [31,51]. While a significant body of work has doc-
umented medical devices’ and hospital networks’ technical
vulnerabilities [6,24,57] and there has been some work into
patient perspectives [17], a critical gap remains in understand-
ing another key human element: the clinicians providing care.

In response to the rise in healthcare threats, federal agen-
cies have issued guidance, such as the Cybersecurity Per-
formance Goals [19] and the Health Industry Cybersecurity
Practices [18], both from the US Department of Health and
Human Services, which focus on technical and procedural

controls designed to engineer out clinician error. While we
agree that security burdens on clinicians should be minimized,
it is currently impossible to remove them entirely from the
process due to their need to access and assess patient data
and their central role in patient care. It is essential to un-
derstand their perspectives to identify usability challenges
they currently face. Further, we expect, due to their signif-
icant domain knowledge, rather than sidelining clinicians,
a more effective strategy may be to elicit positive security
behaviors, treating staff not as a vulnerability but as a po-
tential protection [8]. Research suggests clinicians already
provide a critical, albeit often unprepared, last line of defense.
For example, high-fidelity simulations have shown clinicians
can identify potential errors introduced by security failures,
though they often do not recognize these errors as the result of
a compromised medical device [16,71]. However, this prior
work has focused on specific populations [21,27] or explored
perceptions of a single technology, such as telehealth [62]. A
broader understanding of clinicians’ security practices and
perceptions is needed.

To explore these perspectives, we utilize the Confidentiality,
Integrity, and Availability (CIA) triad (a foundational model
in information security) as a lens to translate technical failures
into clinical impacts. In a hospital, these are not abstract con-
cepts but tangible requisites for care: confidentiality ensures
patient trust and legal compliance; integrity ensures diagnoses
are based on accurate physiological data; and availability en-
sures life-saving treatments are delivered without delay. By
grounding our inquiry in these core tenets, we can identify
exactly where clinical needs diverge from traditional enter-
prise security models. We specifically focus on two central
research questions:

RQ1 What do clinicians see as potential impacts to patient
safety and privacy when security failures occur with
technologies they rely on?

RQ2 What practices do clinicians currently follow to protect
patient security and privacy? How do these practices
impact patient care?



To answer these questions, we first conducted in-depth,
semi-structured interviews with 12 practicing inpatient' clini-
cians in the United States, including physicians, nurses, and
advanced practice providers. Then, to assess our interview
findings’ generalizability, we conducted a large-scale survey
with 303 clinicians across the US, UK, and Canada.

Through our interviews and survey, we observed that the
clinical setting introduces unique opportunities and challenges
for security depending on the specific clinical context. For
example, we find confidentiality failures (e.g., data breaches)
are perceived as the most likely failure. However, this is the
only type of failure for which participants described security
controls and training being deployed in practice. We found
these security controls often failed to account for the high
mobility (between units, computers, and hospitals) of clin-
icians and emergencies. Conversely, integrity failures (e.g.,
manipulated lab values or imaging) are viewed as potentially
catastrophic, due to the potential impact on patient health.
While no participants mentioned security controls or security
training to mitigate these failures, clinicians dismissed these
failures due to their belief they would be mitigated by their
clinical knowledge and experience. That is, clinicians take
a holistic approach to diagnosis and can disregard manipu-
lated data that does not align with information from other
systems, patient history, and physical exams. Finally, avail-
ability failures (e.g., system downtime), are seen as both likely
and dangerous, a perception grounded in clinicians’ frequent,
real-world experiences with both security failures (e.g., ran-
somware) and general system failures or scheduled downtime.
Further, for some conditions and treatments, simply delaying
care can be catastrophic. To manage these risks, clinicians em-
ploy numerous institutionalized process-based workarounds,
from reverting to paper charting to using personal devices,
each of which introduces their own risks.

Our results provide insights into the security challenges in
the clinical setting, highlighting where existing approaches
are lacking and identifying misalignments between security
failures and security control deployment. Furthermore, we
emphasize the importance of involving clinicians in security
decisions and the necessity of clear communication with them
to determine when security controls are necessary and when
existing safety practices can mitigate potential security fail-
ures. However, future work is needed to establish the limits of
these existing safeguards. Based on these results, we provide
recommendations for improvements to healthcare security
and outline directions for future work.

2 Related Work

Our work builds on three distinct but related streams of re-
search. We first review prior work on the technical security
landscape in healthcare, then discuss studies that engaged

Hnpatient settings are for patients admitted to the hospital, staying overnight.

clinicians’ perspectives on security, and finally situate our
approach within the context of research involving other spe-
cialized, high-stakes populations.

Technical security challenges in healthcare. Research has
documented healthcare systems’ technical vulnerabilities,
from network threats such as ransomware [14,37] to attacks
on specific networked medical devices [6,24,57]. More recent
work frames these vulnerabilities in terms of patient safety,
treating cyberattacks as a public health crisis [15,26,65]. How-
ever, this foundational work focuses on the technical systems,
largely overlooking clinicians’ impact on the threat model.

Security studies with general healthcare populations. Re-
cent research has begun to examine the human element of
healthcare security by focusing on security experts, stake-
holders, and the broader hospital workforce. For instance,
Thompson et al. investigated the threat modeling practices
of medical device security experts [64], while Kustosch et al.
examined the stakeholder dynamics of device updates [38].
Similarly, Gutfleisch et al. explored general IoT security at-
titudes among hospital IT and security staff [29]. Broader
population studies, such as Ho et al.’s work on email phishing,
considered the entire hospital staff rather than focusing specif-
ically on clinical roles [32]. These studies provide critical
context on the ecosystem surrounding clinicians but do not
focus on the unique constraints of direct patient care.

Security studies involving clinicians. Some work has stud-
ied clinicians directly; however, much of this work has fo-
cused on the unique postures of specific clinical special-
ists. For instance, prior work has assessed audiologists’ and
speech pathologists’ security practices regarding telehealth
adoption [21,62] and security practices in emergency depart-
ments [58]. Others have investigated the threat perceptions of
cardiologists [27] and reproductive healthcare providers [45].

Perhaps closest to our work, others have used high-fidelity
simulations to observe clinicians’ behavioral responses to
security incidents. This research has shown that while some
clinicians can manage the physiological fallout of a device
compromise, they often fail to identify the cyberattack as the
root cause [16,71]. Similarly, recent workshop-based stud-
ies found clinicians tend to operate with an "all-or-nothing"
trust model for their technology [59]. While these simulation-
based studies are essential, they capture in-the-moment crisis
responses rather than the underlying, day-to-day mental mod-
els that drive behavior. Our work complements these studies
by explaining the potential clinical impacts of a security fail-
ure and providing data on a broader range of threats.

Security studies with specialized and high-stakes popu-
lations. Finally, our methodology is informed by security
research on other high-stakes, specialized populations, such
as journalists [48], political campaigns [12], and industrial
control system operators [25]. This literature investigates how
a population’s unique context, expertise, and threat model
shape security behavior. We contribute to this area by ap-



plying this specialized lens at scale to clinicians, a critical
population whose work has life-or-death consequences.

3 Methodology

We now describe the clinician interview protocol, followed
by our survey design based on the interviews’ findings, and
then our analysis methods. Finally, we outline our work’s
limitations.

Research team. Our research team consists of an advanced
practice provider (APP)” and a nurse, which enabled us to
design a protocol accounting for the technologies and ter-
minology familiar to clinicians. Their experience was also
essential for recruitment to determine where to recruit and
the screening criteria. Both providers are licensed to practice
in the US. Another research team member has spent several
years working with medical device manufacturers, consulting
on product security, and has volunteered in a clinical setting
at a large hospital. Another research team member, who is
not a clinician but has over a decade of security operations
and research experience, spent time shadowing clinicians in
an Intensive Care Unit (ICU) at a large hospital to familiar-
ize themselves with technological interactions in this setting
and probe for possible security and privacy concerns that the
clinicians might not have identified. All the scenarios consid-
ered and questions asked in our study were generated through
hours of discussions between team members with clinical
experience and those with security experience to surface con-
cerns that would be missed based on only one perspective.

3.1 Interview Protocol Design

We conducted semi-structured interviews with clinicians to
understand the environment in which they work, how they
interact with technology, and the ways technology fails. We
outline our interview protocol, recruitment process, and anal-
ysis. Interviews took place between January and December
2024. Each interview lasted between 45 to 60 minutes, averag-
ing 55 minutes. For consistency, the lead author conducted all
interviews. The full script is in our supplemental materials [1].

Screening survey (Fig 1.0). Participants completed a brief
screening survey that asked about demographic information
and professional experience. To verify participants’ creden-
tials, we asked them to provide a link to a professional web-
site, such as LinkedIn or their hospital webpage, or upload a
resume. We included questions about their prescribing priv-
ileges and roles. In addition to providing context for their
responses, the combination of their responses to these two
questions served as an effective screener (in the US, only
physicians and APPs have prescribing privileges). Responses
that contradicted these facts were screened out as fraudulent.

2The APP role includes Physicians’ Assistants and Nurse Practitioners

After validating the participants’ provided credentials, we
contacted all verified participants for interviews.

Participant background (Fig 1.1). We first asked partici-
pants to provide an overview of their healthcare experience,
their specific role and unit, and any prior background in com-
puter security or IT. This helped build rapport with the partic-
ipant and provided context for their responses [4, pg. 94].

General security experiences (Fig 1.2). We then asked about
participants’ organization’s experiences with cyberattacks (if
any), their interactions with IT security teams, and whether
they received cybersecurity training. This provided context for
later responses as we considered whether their prior exposure
and training influenced their security and privacy perceptions.

Technology use and security failure exploration (Fig 1.3).
We addressed our study’s central question, examining partici-
pants’ security and privacy perceptions regarding technolo-
gies used in the clinical setting. We asked participants to list
all clinical technologies they interact with daily. We asked
participants to consider three security failure scenarios for
each technology where the data could be viewed by unautho-
rized individuals (confidentiality), was inaccurate or altered
(integrity), or became unavailable (availability).

For each scenario, we provided a brief example, e.g., “An at-
tacker can modify lab values” for the electronic health record’s
(EHR) integrity scenario. These examples were intentionally
simple to help participants focus on potential patient harms
rather than technical implementation details. We then asked
them to describe how this failure might occur and its impact
on patient safety and privacy in a clinical setting. We used
these failure scenarios instead of open-ended questions, as
we realized after piloting with the clinicians on our team and
from our clinical observations that asking about general secu-
rity concerns would yield limited responses, due to the lack
of security expertise or awareness necessary to consider many
potential security issues. However, after providing a scenario
and example, participants could offer additional depth and
identify other threats based on their clinical operations knowl-
edge. This allowed us to understand how security failures
might play out in the clinical setting and focus on their per-
ceptions of security risks. Therefore, we chose to use scenario
probes to prime discussion, focusing not on whether medical
professionals could recognize failures, but instead on how
they perceived possible failures. Each scenario was identified
and vetted for feasibility with our clinician team members.

During these discussions, if participants became stuck, we
used short probes based on common vulnerabilities, such as
unauthorized access to patient data (i.e., a confidentiality at-
tack), or operational realities (e.g., software updates, network
outages) to stimulate further discussion. For each failure iden-
tified by participants, we asked them to discuss how likely they
believed it was that an attacker could successfully exploit the
failure and what harm this could cause patients, given other
clinical setting controls. In these discussions, when partici-
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Figure 1: Diagram of the interview and survey flow.

pants were asked about availability, we also asked them about
their experiences with system downtime, i.e., when hospital
systems are not functioning, and established alternative proce-
dures (formal or informal) when this occurs. We asked about
these events specifically due to their similarity to security
events and our clinician team members’ and pilot participants’
assessment of their pervasiveness in practice.

Communication tools (Fig 1.4). If time allowed, we briefly
discussed the tools used for care team communication (e.g.,
pagers, personal devices, healthcare apps). We explored this
area because these tools are integral to coordinating patient
care, but often represent a less-controlled technology ecosys-
tem, thus presenting a vector for security and privacy failures.

General perceptions and wrap-up (Fig 1.5). The interview
concluded with broader questions to gain a deeper understand-
ing of participants’ general healthcare security and privacy
mental models. We specifically asked them to identify what
they perceive as the weakest links in hospital security, whether
they see themselves as targets for attack, their sense of per-
sonal versus organizational responsibility for security, and any
perceived conflicts between cybersecurity and patient safety.

Pilot. Before the main set of interviews, we conducted two pi-
lot interviews with clinicians. During these pilots, we solicited
feedback on question clarity, flow, and relevance. Following
these two initial pilots, we significantly shortened our proto-
col, as the interviews had taken over 90 minutes. We expected,
based on discussions with clinicians, that clinicians would
have limited time to participate. Therefore, we trimmed the
interview so it could be completed in 60 minutes. To reduce
the interview time, we chose to discuss security controls (e.g.,
authentication) in the context of the scenarios, rather than
in a separate, more in-depth discussion. The final version is
reflected in the protocol we outlined above. We then piloted
the refined interview script with two additional participants.
No significant changes were needed after these pilots, con-
firming the protocol’s suitability. Due to no protocol changes,
the latter two pilot interviews are included in our results.

3.2 Survey Protocol

To complement our interviews’ insights, we conducted an on-
line survey targeting a larger and more diverse group of clin-
icians across multiple countries. We included other patient-

facing roles with fewer responsibilities than the clinicians
interviewed, such as nursing assistants and lab technicians,
which are also referred to as Allied Health Professionals
(AHPs). The full survey is provided in our supplemental mate-
rials [1], we discuss the consent process in our ethics section.

Eligibility Screening (Fig 1.A). To ensure our data was col-
lected from qualified clinicians, we implemented a multi-
faceted screening process. Participants were required to pass
(i.e., answer 60% of questions correctly) a knowledge check
consisting of 10 Basic Life Support (BLS) questions, which
is a necessary certification from the American Heart Associ-
ation for many clinicians in the United States, adapted from
standard guidelines and practice tests [2] to verify baseline
clinical knowledge.

Following this, we implemented a rigorous manual valida-
tion process acting as a functional attention check. Our clini-
cian authors reviewed open-ended responses to identify non-
sensical or potentially Al-generated text that lacked “clinical
reality.” We further validated data quality by cross-referencing
participants’ self-reported roles against their other responses
to identify inconsistent or impossible combinations. For exam-
ple, we removed participants whose reported role conflicted
with legal prescribing privileges (e.g., a US registered nurse
claiming to prescribe medication) or whose role did not align
with their claimed technology usage (e.g., an AHP using med-
ication dispensing cabinets).

While this stringent validation process may have disqual-
ified some qualified participants, it was necessary to ensure
high-quality data from individuals with legitimate and rele-
vant clinical experience. We ensured our screening methods
were appropriate for all countries targeted for recruitment
(US, UK, and Canada) by consulting clinicians in each.

Medical Experience (Fig 1.B). Next, we collected profes-
sional background information. We asked participants to se-
lect from a predefined list of all clinical technologies they
interact with daily. This list was derived from our interviews.
Nine technologies were presented (shown in Table 1). Finally,
we asked participants to report their clinical role, i.e., regis-
tered nurse (RN), physicians (MD/DO"), APP, AHP, primary
specialty (e.g., Cardiology, Emergency Medicine), years of

3We refer to physicians interchangeably with their degree, Doctor of Medicine
(MD) or Doctor of Osteopathic Medicine (DO), these degrees are function-
ally equivalent.



Technology Description

Records

EHR Electronic Health Records (EHR) are com-
prehensive, longitudinal digital records of a
patient’s health information. They serve as the
central hub for clinical workflow, containing
everything from demographics and notes to
orders, medication records, and lab results.

Imaging

Imaging Devices Generates diagnostic images of internal struc-

tures, e.g., Magnetic Resonance Imaging

(MRI), Computed Tomography (CT), X-ray.

PACS Picture Archiving & Communication System
(PACS) are a medical imaging technology pro-
viding enterprise-wide storage, retrieval, man-
agement, and distribution of images. PACS are
networked systems that handle images and in-
tegrate with EHRs.

Interventional
Anaesthetic Equip. Integrated anaesthesia workstations that de-
liver inhalational anaesthetic agents and med-
ical gases. They incorporate physiological
monitors to continuously track vital functions
such as Heart Rate (HR) and Blood Pressure
(BP), during surgery.

Advanced, computer-assisted systems that en-
hance surgical precision and capability.
Active treatment or life support devices (e.g.,
infusion pumps, ventilators, defibrillators).

Digital Surg. Tools

Interventional Dev.

Medication
Medication Cabinets Systems for dispensing medications; inte-

grates with EHR for inventory/safety.

Monitoring
Non-Continuous Devices for periodic ’spot-check’ vitals (e.g.
BP); often manual upload to EHR.

Real-time streaming of physiological parame-
ters (ECG, ICU monitors); triggers alerts.

Continuous

Table 1: Technologies used in the survey scenarios.

healthcare experience, and, for physicians, their career stage
(resident or attending).

Scenarios (Fig 1.C). The main survey component focused
on assessing perceived risks for specific technologies. Each
participant was randomly assigned two technologies they in-
dicated they use daily. For each of the two assigned tech-
nologies, we first asked about their experience with system
downtime, asking how often they had encountered planned or
unplanned downtime with each technology in the past year,
given that this is a recurring issue with implications for pa-
tient safety [40]. Because downtime is a direct and common,
real-world example of an availability failure, this question
provides context for their evaluation of other security failures.

After we asked about system downtime, participants were
presented with three hypothetical failure scenarios corre-
sponding to breaches of confidentiality, integrity, and avail-
ability (i.e., six scenarios per participant). The specifics of
the CIA scenarios were tailored to each technology, based

on examples commonly provided in our interviews (e.g., the
EHR-Integrity example, with altered laboratory values). To
mitigate ordering effects, the order of the two technologies
and the three CIA scenarios was randomized. This selection
was balanced to ensure technologies were assigned evenly
across participants.

For each scenario, we asked participants to rate their per-
ception of the scenario’s likelihood on a 5-point Likert scale
from “Extremely unlikely” to “Extremely likely.” To quantify
potential patient safety impact, we asked participants to rate
the worst potential physical harm on a 5-point scale from
“Negligible” to “Catastrophic,” adapted from FDA guidance
for medical device cybersecurity [11]. Participants were also
given the option to select from a list of other potential harms
(e.g., financial, emotional). Finally, we asked participants to
explain their ratings using a free-text response.

Cybersecurity Controls Challenges (Fig 1.D). Prior work
has shown increases in tech-mediated, less direct care posi-
tively correlated with clinician burnout [33,49]. We sought
to investigate whether and how security controls contribute
to this burnout effect with the aim of quantifying the tension
between security controls (e.g., passwords) and their patient
care impact. We asked participants to rate the impact on care
delivery of the controls interviewees discussed, on a 5-point
scale from “Definitely impedes care” to “Definitely improves
care.” Our controls were grouped by login methods (e.g., User-
name/Password, Badge access), communication tools (e.g.,
Hospital-issued phones, Secure consumer messaging apps),
and remote hospital access tools (e.g., via a hospital-issued
device or a VPN for remote EHR or scheduling access). For
each group, participants were asked to explain their ratings.

Cybersecurity Experience (Fig 1.E). Finally, we gathered in-
formation on participants’ general cybersecurity background
and attitudes to provide context for their responses. We asked
participants about their prior cybersecurity education and
whether they had experienced any cyberattacks at work. We
measured their security attitudes using the SA6 scale [22].

3.3 Recruitment

Interview Recruitment. To recruit interviewees, we targeted
clinicians from inpatient, ICU, and emergency department
(ED) units. We chose these settings because clinicians there
typically manage patients with more complex or risky medical
problems and interact with a broader range of medical tech-
nologies compared to outpatient settings. We only recruited
participants from the US for this exploratory study component.
We did this to limit the complexities from different national
regulations, clinical practices, and funding models.

We sought to recruit a mix of physicians, APPs, and reg-
istered nurses. Clinicians in each role perform distinct, yet
complementary duties. For example, physicians and APPs
make diagnoses, decide how patients will be treated, and per-



form complex medical procedures. Conversely, nurses handle
routine care tasks and more frequently interact with and mon-
itor patients. These roles cover the range of people interacting
with medical technologies and making patient care decisions.
By recruiting across roles, we gain a more holistic view of
clinical technology use and security perceptions.

We recruited interview participants through the research
team’s professional networks, LinkedIn posts, and medical
professional development organizations. Additionally, due to
the challenges of recruiting from a specialized population,
we employed snowball sampling, where interviewees were
asked to share information about the study with colleagues.
Participants received a $40 USD gift card for their time.

Survey Recruitment. We broadened recruitment to include
participants from the US, UK, and Canada. We added the UK
and Canada to capture potential differences from differing
healthcare models. We recruited survey participants through
Prolific [53]. Recruitment occurred between January 30 and
February 22, 2025. Participants who failed screening were
directed out of the survey, receiving $0.50 USD. Qualified
participants who completed the survey received $15.00 USD.
Unlike in the interviews, we were not able to ask participants
for their CV/credentials without violating Prolific’s Terms
of Service; we therefore relied on our rigorous checks to
verify our participants’ clinical knowledge as discussed in our
Eligibility Screening in Section 3.2.

3.4 Analysis

Interview analysis. Each interview was recorded and tran-
scribed using Zoom’s automated transcription service. We
analyzed interview transcripts following an iterative open
coding approach [9, 13]. An initial codebook was developed
based on the research questions, the script’s structure, and the
research team’s collaborative review of two transcripts. Then,
two researchers independently coded interviews in rounds
of two. After each round, we calculated inter-rater reliability
(IRR) for each variable using Krippendorff’s alpha (o) [36].
We assessed agreement per participant response to assess the
differences in context between each scenario. This allowed
us to account for cases where participants perceived security
failures for some scenarios as likely and others as unlikely.
We note we did not calculate IRR for the device category
because these codes were taken directly from the text and
no subjective assessment was necessary [46]. This iterative
process continued for four rounds until strong agreement (i.e.,
o > 0.80) was achieved for each code category [36]. A single
coder coded the remaining two interviews. The full codebook
is given in our supplemental materials [1].

Survey quantitative data analysis. To investigate the factors
influencing clinicians’ perceptions of harm, likelihood, and
impact on care, we used mixed-effects ordinal logistic regres-
sion models as each dependent variable is ordinal [55]. We

included explanatory variables for the scenarios’ technology
and CIA property, as well as participant characteristics. Each
model’s included variables are given in Table 2. We did not
perform variable selection as all variables were relevant to
our research questions. We also developed a secondary model
examining the interaction between the technology and CIA
property, allowing us to create a more nuanced understanding
of the devices’ context. For all models, participant ID was in-
cluded as a random intercept to account for non-independence
of responses from the same individual. Model comparisons
using ANOVA were conducted to confirm the appropriateness
of including random effects [67]. Because we randomly se-
lected participant scenarios by technology, then performed our
analysis by technology group, 11 of 303 participants were as-
signed two scenarios about technology in the same group. We
conducted a sensitivity analysis to assess our conclusions by
descriptively comparing regression models with and without
these 11 participants for harm and likelihood. We compared
the models’ direction, magnitude, and statistical significance
estimates, as is recommended practice [56,63]. We confirmed
there were no substantive changes in findings.

Survey open-ended response analysis. We employed the
same iterative open coding approach used in the interviews
to analyze the survey open-ended responses. We developed
the initial codebook after reviewing 50 responses. Two re-
searchers then independently reviewed responses in rounds
of 50, after each round calculating Krippendorff’s o [30],
and updating the codebook as necessary. Strong agreement
(a0 > 0.80) was reached for all codes after five rounds. One
researcher coded the remaining 1490 responses. The final
codebook and o values are in our supplemental materials [1].

3.5 Limitations

While our mixed-methods approach provides a rich, multi-
faceted view of clinicians’ security perceptions, here we dis-
cuss our work’s limitations and offer avenues for future work.

First, our interview data was collected exclusively from
inpatient clinicians practicing in the United States. We sought
to test the generalizability of our interview findings by design-
ing our large-scale survey to span three countries with notably
distinct healthcare models: the largely private, market-based
system of the US; the public, single-payer National Health Ser-
vice (NHS) in the UK; and the publicly funded, provincially
administered system in Canada. These systems cover a wide
range of possible healthcare systems and affect a vast number
of patients. However, we are focused on English-speaking
countries; our sample may not account for all potential factors.

Next, there is an inherent challenge in studying perceptions
of abstract failures. The choice of fixed scenarios based on the
CIA triad may limit the scope of threats discussed. However,
we found that these scenarios served as effective prompts
as participants frequently used them as jumping-off points
to identify and elaborate on broader threats and operational



Variable Definition & Levels HL C PID Exp.  Work Setting
¥ Harm Perceived physical harm from a X § RN2I >-10 Academ}c Med¥cal Center
g . inal: Neclici 5 RN4I 1-5 Academic Medical Center
o scenario. (Qrdma  Negligible to Z RNB8I 1-5 Academic Medical Center
5-5’ Catastrophic)
O Likelihood Perceived likelihood of a scenario. X B APP3I 5-10 Private Practice, Community Hospital
(Ordinal: Ext. Unlikely to Ext. Likely) < APP7E  5-10  Two Academic Medical Centers
Impact on Perceived impact of a control on X . .
Care care. (Ordinal: Impedes to Improves) MDI1I 1-5 Academ}c Med%cal Center
- MDSE  10-20  Academic Medical Center
2 ) . - . )
Technology Technology in scenario. (Base: X X ~§ MDOE 15 gct:;d;mulrzll\;l{eodgizf enter, Community Hos
Recor.ds) . = MDII 30+ Academic Medical Center, Private Practice,
CIA Security property violated. (Base: X X ~ Teleradiology Practice
é Confidentiality) MD10I 5-10 Rural, Community, Academic Medical Center
§ Control Type Control. (Base: Username/Password) X MD111 5.10 Academic Medical Center
= inician’s acas
=1 Role Clinician s role. (B.d se: Nurse (RN)) - X X X MD121 30+ Locums (mainly Rural and Community)
A GEO Geographical location. (Base: US) X X X
Unit Clinical unit. (Base: Inpatient) X X X
Security Relcei"ed security training. (Base: X X Table 3: Interviewees’ role/unit, years of relevant experience,
Training False) s s _ e
Prior Attack  Prior attack experience. (Base: X X and workplace. PID shows the part1.c1pant S .role (RN Reg1§
Exp. False) tered Nurse; APP - Advanced Practice Provider; MD - Physi-
Tech:CIA Interaction: technology and CIA. X X cian), and unit (I - Inpatient; E - ED/ICU).

Table 2: Variables Used in the Mixed-Effects Regression
Models. The final columns indicate which model used the
variable: Harm (H), Likelihood (L), or Controls (C).

challenges beyond the examples provided. Additionally, so-
cial desirability bias could lead to under-reporting of insecure
behaviors, though the frequent admission of workarounds sug-
gests candor. For integrity failures in particular, we presented
hypothetical failure scenarios few clinicians had experienced.
This primed them to consider specific failures, and their re-
sponses reflect their reasoning about these ideas and are not
grounded in their own specific experience. However, as our
goal was to understand their operations, mental models, and
risk perceptions, this approach was necessary. The nuance of
their responses suggests they understood the scenarios and, as
we discuss in our results, although not all these failures were
directly experienced, they have likely encountered analogous
events, such as technology downtime and data manipulation
due to system errors. At a minimum, our results provide a
valuable framework by applying clinicians’ experiences of
real-world healthcare practices to security ideas.

Furthermore, while our work discusses clinicians’ subjec-
tive risk perceptions, these should not be viewed as objective
security failure frequency. We do not claim that because clin-
icians perceive a failure as unlikely, it is therefore unlikely
in practice. Instead, we argue our findings about clinicians’
perceptions are a crucial reality because they directly shape
their behaviour. Future work should seek to correlate these
findings with ground-truth data from incident reports. How-
ever, the identified descriptions of hospital operations and
realities provide valuable directions to support interventions.

Finally, reliably identifying Large Language Model (LLM)
generated text remains an open challenge for the community.

While we performed rigorous manual validation as described
in Section 3.2, including verifying the clinical plausibility of
qualitative responses and checking for consistency between
roles and reported capabilities, we cannot guarantee the abso-
lute exclusion of all Al-generated content.

4 Participants

When reporting results, we use I (at most 12) to denote the
number of interviewees and S (at most 303) for the number
of survey respondents. Because participants each discussed
multiple scenarios, the number of scenarios is higher than the
number of participants. We denote the number of per-scenario
responses with Ig (at most 237) and Ss (at most 1740).

Interviewees spanned the spectrum of inpatient and
ICU/ED settings, and experience levels. Seventeen people
volunteered for our interviews. Of these, 12 were qualified
inpatient clinicians practicing in the US. The other five were
screened out as they all provided obviously fake LinkedIn
pages created just before submitting their survey response,
with incorrect roles, information that did not match their sur-
vey response, or information that conflicted with their survey
responses (e.g., nurses with prescribing privileges). The re-
maining 12 interviewees spanned the range of roles, years of
experience, and clinical environments seen in prior large-scale
clinician surveys [20,42]. We interviewed seven physicians,
two APPs, as well as three nurses across various specialties.
Years of experience ranged from more than 30 years (I = 2)
to more recent graduates with 1-5 years (I = 4), with a me-
dian of 10 years. While medical school and nursing school
expose clinicians to clinical environments, we only consid-
ered professional experience, e.g., starting from residency.
Interviewees primarily worked with academic medical cen-
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Figure 2: Survey respondents by role across US, UK, and
Canada. Each box represents a participant.

ters* (I = 10), community hospitals (I = 4), private practices
(I = 2), locum physicians (who rotate among hospital prac-
tices in underserved areas) (I = 1), and rural healthcare en-
vironments (I = 3). Four physicians and both APPs work at
multiple sites (across different organizations) and provided us
insights from the varied practices at each. Participant details
are summarized in Table 3. Despite our efforts, almost all par-
ticipants were recruited from professional networks (N = 11),
and one participant was recruited via snowball sampling.

Most survey participants were RNs and well-distributed
between countries. Our recruitment and screening yielded
303 qualified clinicians from 788 responses. We removed the
following participants: 184 failed the BLS screener, 236 did
not hold a qualifying role (such as an occupational therapist)
or had responses that did not pass validation checks, and 66
did not complete the survey. Participants were geographically
distributed, with most from the UK (S = 131, 43%), followed
by the US (§ = 103, 34%) and Canada (S = 69, 23%). Most
survey respondents were nurses (RN/LPN) (S = 162, 54%).
Other participants were physicians (S =57, 19%), APPs (S =
21, 7%) and AHPs (S = 63, 21%). Again, participants had a
range of clinical experience, from newly practicing clinicians
with less than 5 years (S = 85, 28%) to veterans with over
15 years (S = 101, 33%). This diversity extended to their
clinical settings, with participants working across ICU/ED
(§ =41), inpatient (S = 151), and outpatient (S = 111) units.
The average completion time was 23.1 minutes.

Clinicians’ security education was limited to workplace
training. Eight interviewees and 69% (S = 208) of survey re-
spondents reported receiving HIPAA or cybersecurity training.
As we might expect, no interviewee had any formal computer
security education or work experience, and 18% (S = 57) of
survey respondents reported some cybersecurity experience,
which included taking a cybersecurity or IT course or certifi-
cation, or having related work experience. On average, survey

4Academic medical centers serve as both magnet hospitals for the regions
in which they are located and represent the nexus of complex patient care,
medical training, and clinical research.
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Figure 3: Perceived harm (top graph) and likelihood (bottom)
overall. We show the breakdown by technology in Fig 5.

participants had similar SA6 scores (3.8) to prior general US
population samples (3.6-4.0) [22]. While interviewees scored
lower than average (3.3), we do not believe this impacted our
results, given the similarity in other responses to our survey.

Most participants had no prior cyber incident experience.
Only two interviewees reported having experienced a cyber-
security incident at work. Similarly, 26% (S = 79) of survey
respondents reported experiencing an incident. This does not
necessarily mean participants had not experienced an incident,
but may be unaware. Three additional interviewees speculated
they had experienced an incident, but were uncertain, as many
of these events are not communicated to clinical staff. RN8I
explained, “T actually found out about [the incident] through
a patient who works for the IT department of the hospital.”

5 Results

We now discuss our interviews and survey results. We em-
phasize that these findings reflect clinicians’ subjective per-
ceptions of risk rather than objective failure frequencies. Fur-
thermore, to account for the complexity of the clinical envi-
ronment, we modeled these perceptions using mixed-effects
ordinal logistic regression. Consequently, all regression esti-
mates (Odds Ratios) reported below represent the independent
association of a factor with the outcome ceteris paribus, that
is, while statistically holding all other covariates (such as
role, unit, and geography) constant [61]. This ensures that re-
ported effects for specific technologies or failure types are not
merely artifacts of demographic or operational confounders.
For brevity, we will state our results as all else equal. Partici-
pants’ perceived harm and likelihood are in Figure 3. Their
perception of the impact of login methods is in Figure 4. The
models with interactions for perceived harm and likelihood



are in Table 4. The non-interactions model is in Appendix A
as the results are similar. The control model is in Table 5.

5.1 Technologies Discussed

EHRs are central to clinical workflows. The EHR was the
most central technology discussed, with all 12 interview par-
ticipants and all 303 survey participants describing it as inte-
gral to daily work. These systems, such as Epic, serve as the
primary platform for clinical tasks, including reviewing pa-
tient histories, placing medication and intervention orders, and
documenting care. As MD1I explained, “I use Epic constantly.
I use it on my phone. .. I put in orders on my phone...In the
ICU, like the surgical ICU or the neuro ICU, [vitals monitors]
are much more connected to Epic.”

Patient Monitoring Devices. Monitoring devices, e.g., con-
tinuous EKG and vitals monitors, were discussed by intervie-
wees (I = 9) and used by most survey respondents (S = 253,
83.8%). Clinicians use this for data to make care decisions.

Interventional Devices. Interventional devices, such as IV
infusion pumps, dialysis machines, and anesthesia equipment,
were discussed by seven interview participants and just over
half of survey respondents (S = 157, 52%). These technolo-
gies are used to provide treatments or medications.

Imaging and PACS. Both imaging devices and the associ-
ated data storage system, i.e., PACS, are common for certain
specialities, such as radiology. These include both the devices
that generate imaging, such as MRIs or CT scanners, as well
as the software used to store and view these images for clinical
diagnostics. Seven interviewees discussed these technologies,
and slightly less than half of survey respondents use them
(S =122, 40.4%). This is to be expected as physicians and
APPs are more likely to interact with PACS than other roles,
and our survey had a lower proportion of these roles.

Medication Dispensing Cabinets. Medication cabinets are
used to provide clinicians on their floor with medications,
eliminating the need to visit the pharmacy. These cabinets are
usually electronically controlled and have checks to ensure
the correct medication is dispensed, as the wrong medication
can be fatal. Over a third of survey participants use these daily
(S =115, 38.1%), 80.9% of participants who used medication
cabinets were nurses. While interviewees discussed these
(I =9), our physicians and APPs had limited use, as nurses
are primarily responsible for administering medication.

5.2 Confidentiality Failures: A Frequent but
Low-Severity Concern (RQ1)

Next, we discuss each security failure type in turn and how
clinicians viewed each in the context of the technologies de-
scribed above. We found clinicians perceived confidentiality
failures as the most likely type of security failure (51.4% said
“Extremely” or “Somewhat” likely). In our multivariate model,

Badge

Biometric

Password

Two-Factor Auth

The computer is always logged in .

0% 25% 50% 75% 100%

B Definitely improves care Somewhat impedes care
Somewhat improves care B Definitely impedes care
Neither

Figure 4: Perceived affect on care for login methods.

holding all else equal, integrity failures (OR : 0.2, p < .001)
and availability failures (OR : 0.5, p < .001) were seen as
significantly less likely (Table 7).

EHR confidentiality failures are often due to non-technical
records release. While EHR confidentiality failures were per-
ceived to be less likely to occur than the other technologies,
except Medication Cabinets (Table 4), respondents still said
this type of failure was “Somewhat” or “Extremely” likely
(39.6%, Ss = 42). While some interviewees said authenti-
cation mistakes like not logging out of Epic “could happen
pretty easily” (MDI11I), they indicated that this was not a
major concern (I = 4). Instead, participants explained that
much of the risk associated with confidentiality failures was
due to analog leakage of patient records (/ = 6). For example,
MD111 explained, “everyone prints a patient list every morn-
ing. .. like names, date of birth, age. . . sometimes people leave
their list somewhere by accident or drop them.” These con-
fidentiality failures can lead to harm through the disclosure
of sensitive information. For example, a midwife (APP3I)
talked about a recent example of “someone coming in for her
first pregnancy visit. She was a teenager, and the father did
not know she was pregnant. .. But his phone number was the
contact information for this patient and this patient was 20
minutes late, so we called him and. .. said, ‘Oh, your daughter
is late for her appointment.” And he was like, "What appoint-
ment?" And so that was kind of, the mother got quite upset
with us, but it was his phone number in there.”

Confidentiality perceptions for imaging, monitoring, and
interventions. Compared to the EHR, confidentiality failures
in specialized medical devices were perceived as significantly
less harmful. Both imaging (OR : 0.4, p = 0.006) and mon-
itoring systems (OR : 0.2, p < .001) were perceived to have
lower risk (all else equal) because they produce isolated data
points lacking the rich, sensitive context of the EHR. As one
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Table 4: Results from mixed effects regressions with interac-
tions. An OR > 1 indicates greater harm or higher likelihood
relative to the baseline, holding other factors constant.

participant noted, a standalone X-ray is not particularly re-
vealing. Similarly, interventional devices were not a confiden-
tiality concern, with 77.9% of survey respondents anticipating
only minor or negligible harm from a breach. This is because
clinicians widely believe these devices do not store patient-
identifiable data, with MD12I stating there is “No PHI on that
system at all.”

Physical design mitigates medication cabinet confidential-
ity risks. Participants expressed low concern about confiden-
tiality failures for automated medication cabinets; only two
interview participants discussed this, and both stated it was
less concerning and did not pose any safety risks. Similarly,
78.7% (Ss = 70) of survey respondents indicated these fail-
ures posed negligible or minor harm. Participants attributed

the low likelihood of harm to the system’s physical placement
and design, which naturally limit opportunistic viewing. RNSI
explained, “The Pyxis [medication cabinet] is very small, and
the screen is very small, and they’re all in little nooks.”

5.3 Managing Confidentiality: Access Controls
and Their Challenges (RQ2)

While confidentiality failures were viewed as less concerning,
they were also the failure type where most security controls,
i.e., access controls, were discussed. On a positive note, all
forms of access control were seen as more beneficial for
patient care than providing no access control (43% said no
access control impedes care, compared to 18% for password,
7% for biometrics, 6% for badges), though two-factor au-
thentication was not much better (37% said it impedes care).
Participants’ views and the challenges they faced from access
control were shaped by the nature of clinical work.

Mobility issues affecting access controls. One underlying
challenge for authentication that clinicians reported was the
inherent mobility of clinical work, which makes authentica-
tion a frequent, workflow-interrupting event. Clinician mo-
bility occurs at three levels: intra-unit, inter-unit, and inter-
organizational. On a given shift, a clinician moves between nu-
merous computers, whether in patient rooms, to workstations
in hallways, or on mobile carts. This intra-unit movement re-
quires repeated authentication throughout the day. Due to this
mobility, clinicians exhibited a clear preference for methods
that streamline workflows. For example, MD12I lauded badge
access as the “smoothest way,” explaining, “you logged in
once in the morning, and then any other time you sat down
at a computer, you just took your badge, tapped it and bam
you were right where you left off.” This preference is seen in
our regression model, where holding other factors constant,
badge access (OR : 2.8, p < 0.001) and biometrics (OR : 2.2,
p < 0.001) were perceived as significantly improving care
compared to passwords and two-factor authentication (non-
overlapping confidence intervals).

Many clinicians (I = 6), such as locum physicians (e.g.
MD12I) or travel nurses, work for multiple healthcare organi-
zations (inter-organizational mobility), each with its own dis-
tinct credentials and security protocols. Inter-organization mo-
bility introduces significant challenges for clinicians as they
have to remember several passwords (or reuse passwords). For
example, MD121I, who works across multiple sites, keeps his
passwords in a “trusty book” because “there’s no way to keep
track of it.” In our model, all else equal, Two-Factor Authenti-
cation (2FA) was also perceived as significantly impeding care
delivery compared to passwords (OR : 0.467, p < 0.001) and
other forms of authentication (non-overlapping confidence
intervals). MD10I lamented, “I think I have 3 different apps
associated with 2 factor authentication. . .is a lot to manage.”

Authentication introduces barriers in emergencies. An-
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Control Type  Username/Password - - -
2FA 0.5 <0.001 0.4, 0.6
Badge Access 2.8 <0.001 2.1,3.6
Biometrics 2.2 <0.001 1.7,2.9
No Login Requied | 0.3 <0.001 0.2,0.3
Role RN - - -
AHP | 1.2 0.311 09, 1.7
MD/APP | 0.8 0.206 0.6, 1.1
Geo United States - - -
Canada | 0.9 0.426 0.6,1.2
United Kingdom | 0.6 <0.001 0.4, 0.7
Unit Inpatient - - -
Outpatient 0.9 0.412 0.7,1.1
ED/ICU | 0.9 0.568 0.6, 1.36
SA6 1 - - -
+1 | 14 <0.001 1.2,1.7
Security False - - -
Training True | 0.8 0.127 0.6, 1.0
Prior Attack False - - -
Experience True 1.0 0.858 058,13

Statistically significant values (p < 0.05) are bolded
— Base case (Odds ratio defined as 1)

Table 5: Regression results regarding the perceived impact
of security controls on patient care. An OR > 1 indicates the
control is perceived to improve care relative to the baseline
(all else equal), while < 1 indicates a perception of impeding
care.

other cause of authentication challenges was the frequent
occurrence of emergency situations in the clinical environ-
ment. While some interview participants noted computers are
left logged in, this is not necessarily a function of laziness,
but as a response to emergencies. Many hospital systems will
automatically log out users after a period of inactivity to pre-
vent confidentiality failures, but this can get in the way during
emergencies as RN8I explained, “And then in an emergency,
we need one computer up and then say no one touches it for a
few minutes and then it logs everyone out, its can be danger-
ous. I mean, maybe there should be something like a button
that says emergency, keep it open or something.”

5.4 Integrity Failures: Catastrophic but Per-
ceived as Less Likely (RQ1)

Integrity failures—the malicious alteration of clinical data or
device function—were perceived as more harmful than con-
fidentiality failures in our model, all else equal, (OR : 48.9,
p < .001, Table 7) and availability failures (non-overlapping
confidence intervals) failures. However, they were also con-
sistently rated as the least likely (OR : 0.2, p < .001), all
else equal, compared to the confidentiality baseline and non-
overlapping confidence intervals with availability. Unlike con-

fidentiality and availability, there has been no evidence of a
real-world integrity attack. However, like the others, partici-
pants did report experiences with similar failures in practice,
albeit not due to a malicious actor.

Altered EHR data can lead to fatal outcomes. Integrity
failures’ high perceived harm was clear for most technolo-
gies clinicians use. The modification of patient records was
a widespread concern among interview participants (/ = 9),
who described how altered data could lead to catastrophic
outcomes. MD1I provided a stark example, saying “If you
could show me the potassium was low every day...I have no
way of independently verifying the potassium concentration
in someone’s blood. .. altering people’s electrolytes [by ad-
ministering potassium] can put them into cardiac arrhythmias,
some of which are fatal.” Survey responses underscored this
fear; in open-ended responses about EHR integrity failures,
participants often described risks that could be categorized
as uncontrolled situations (S = 67, 65.0%), or said the fail-
ure could lead to patient death (S = 33, 32.0%). We defined
uncontrolled situations as the incident either (a) misled a clin-
ician into providing unnecessary care, such as administering
an unneeded drug based on false data, or (b) precipitated
an uncontrolled clinical event, such as a patient’s condition
worsening without staff being readily aware.

Manipulated images could cause severe misdiagnosis.
Imaging system integrity failures were seen as potentially
very severe. APP7E, when asked about a chest x-ray manipu-
lated to hide a potential collapsed lung, explained “If someone
has a large pneumothorax and the image is edited to make
it look like it’s not there or it’s very small. .. you’re looking
for other causes, and you could send someone to the scan-
ner and they could die on the scanner.” The same participant
noted the harm is context-dependent, describing an inverse
scenario where an image is manipulated to appear worse:
“worst case they get a chest tube. That has its own slew of
complications of course, but it’s something that isn’t the end
of the world.” Similarly, survey responses showed an imaging
system’s integrity failure was perceived as just as harmful as
one affecting the EHR, all else equal (OR : 0.9, p = 0.825),
but considered an attack to be less likely than on the EHR
(OR:0.4, p=0.016).

Medication cabinet procedural checks provide a safety
net against integrity failures. For medication cabinet in-
tegrity failures, e.g., the system providing incorrect medi-
cation, survey respondents often mentioned patient death
(§ = 23, 25.3%) as a potential consequence. However, in-
terviewees explained existing secondary checks, which are
already standard practice to avoid errors, mitigated this risk
(I =5). This included procedural safeguards, such as scan-
ning a medication’s barcode and a patient’s wristband with
a scanner that is separate from the medication cabinet. As
RNSI explained, if someone grabbed the wrong medication,
when they “scan the med, then it’ll be like, ‘“Well, this isn’t the



Tylenol,” and it’ll not match the barcode.” This is supported
by the regression results, where the likelihood of medication
cabinet integrity failures was seen to be significantly less
likely than confidentiality failures (OR : 0.3, p = 0.006) all
else equal.

Integrity failures leading to clinical errors. Monitoring
and interventional device integrity failures were perceived
as posing a high risk of physical harm, as corrupted data
could lead clinicians to intervene inappropriately or fail to
act when necessary. For interventional devices, respondents
cited dire outcomes like uncontrolled situations (S5 = 50)
and patient death (S5 = 29). The danger from false monitor-
ing data was most commonly associated with uncontrolled
risk to the patient (S = 110). MD5E who, when considering
a faulty blood pressure reading, noted if a monitor falsely
showed a blood pressure of 180, “I would think this patient
is really hypertensive. Let me give them a [unneccessary]
medication. . . [which] could cause significant harm.”

5.5 Managing Integrity: Clinical Gestalt as a
Defense (RQ2)

While access controls are a defense against integrity attacks in
general, our participants did not report having the administra-
tive privileges necessary to alter device configurations or data.
Instead, editing permissions are reserved for specialized staff,
like biomedical engineers, thus our participants did not per-
ceive the authentication controls they use as integrity defenses.
Instead, they described relying on their “clinical gestalt,” a
holistic and intuitive assessment of the patient. This gestalt
is formed by synthesizing multiple, disparate data streams—
including direct observation, vital signs, and recent lab results.
In the context of security, this gestalt serves as a cognitive
defense mechanism, enabling clinicians to perform a rapid
plausibility check and identify data that is inconsistent with
the patient’s overall state. This reliance on clinical gestalt to
manage security failures has also been observed in simulation
studies involving clinicians [16,71].

Clinical gestalt helps identify egregious errors. While con-
cerned about subtle data manipulation, participants expressed
confidence in their ability to use their clinical judgement to
identify egregious errors (I = 9). MD6E explicitly used the
term “gestalt” to describe her overall sense of a patient’s con-
dition, explaining this holistic assessment ultimately trumps
any single datapoint: “Generally speaking, your labs and imag-
ing are supposed to be tools to help you create differential
diagnoses. But ultimately, some of it is based on your gestalt,
like if you think the patient looks sick. .. Your imaging may
be stone-cold normal, but if they look sick, they’re going to
get admitted. That’s what happens.”

Perceived need for medical expertise makes attacks seem
implausible. The perception of low likelihood for integrity
attacks appears to stem from a shared hypothesis among clin-

<Imo 2mo 6mo <lyr > lyr
Records (S=106) 19.8% 11.3% 21.7% 31.1% 16.0%
Imaging (S=89) 112%  9.0% 124%  292%  38.2%
Interventions (S=112)  15.2% 5.4% 125% 26.8% 40.2%
Medication (§=89) 9% 9% 7.9% 27% 47.2%

Monitoring (S=184) 147%  8.2% 10.3%  19% 47.8%

Table 6: Participants’ downtime rate for each technology.

icians: that a successful attack would require a rare combina-
tion of sophisticated technical skill and deep medical exper-
tise. When asked to consider a malicious actor, some inter-
viewees dismissed the scenario as implausible, with integrity
failures being “not possible” (I = 4) or requiring medical ex-
pertise (I = 2). As APP7E noted, a successful imaging attack
would require “someone who knew what they were looking
at for that to be problematic...It would have to be a very
talented and nefarious person.” This sentiment was echoed by
MDOI, who said that with “today’s imaging is harder to do and
would be trickier for someone to manipulate.” This suggests a
broader belief that clinical data is not easily weaponized with-
out significant contextual knowledge, a barrier that clinicians
perceived as being prohibitively high for most malicious ac-
tors and suggests a need to prioritize cases where an attacker
could produce clinically consistent, but harmful modifications,
as these might be missed by clinicians.

5.6 Availability Failures: A Familiar Reality of
Downtime (RQ1)

Availability failures—where a system or device is unusable—
represented a middle ground in clinicians’ risk perceptions.
They were seen as both more harmful, all else equal, than con-
fidentiality failures (OR : 23.7, p < .001 in Table 7) and more
likely than integrity failures (as shown by the non-overlapping
confidence intervals). Unlike more abstract failures, clinicians’
views on availability are firmly grounded in their frequent,
direct experiences with non-malicious system downtime, as
most have experienced it in the past year across all major
technology categories (Table 06).

EHR unavailability causes critical care delays. The pri-
mary harm from EHR unavailability, identified consistently
across interviews (I = 8) and the survey (S = 93), was the
potential for catastrophic delays in care. As MD10I explained,
the inability to access a patient’s record is terrifying in time-
sensitive situations: “I don’t know [patients] well enough
when the system’s down. .. They call and have an infection.
I have to choose an antibiotic. I don’t know their allergies. I
don’t know their kidney function. ..I really need that written
record to treat them.” Interviewees often situated their unavail-
ability concerns in their own experiences. MD10I reflected on
a 24-hour EHR outage and concluded the downtime likely “re-
sulted in some medication errors and probably harmed some



patients.”

Imaging systems’ unavailability is highly disruptive. An
availability failure of imaging systems was perceived (all else
equal) to be significantly more harmful relative to the baseline
EHR (OR : 4.2, p < .001), underscoring the critical role of
timely diagnostics (Table 4). The primary harm mentioned
from this unavailability is a significant diagnosis delay. When
viewing software is down, the primary workaround is for a
clinician to physically access the scanner’s console to review
images. As MDOI explained, “we can go to consoles and
review data manually at the scanner. . . to exclude bleeds and
other major things by physically walking around [to different
imaging systems].” APP7E described resorting to re-scanning
a patient when the viewing software was down, and they were
unable to access previously captured images, a workaround
that unnecessarily introduces additional radiation exposure.

Interventional device downtime can be fatal. Given their
direct role in treatment, interventional device availability fail-
ures were viewed as very severe—66.3% (Ss = 75) reported
they could cause critical or catastrophic harm, and this was sta-
tistically significantly greater than for EHR systems (OR : 8.2,
p < 0.001), all else equal. MD10I gave the example that if
dialysis centers went down “for more than a day or two, I
have patients who would die basically, or have very poor
outcomes.”

Medication cabinet availability failures seen as opera-
tional headaches, but could lead to fatal outcomes. Med-
ication cabinet availability failures were seen as common,
causing frequent operational headaches resulting in signifi-
cant care delays (S = 49). MD12I noted, “The Pyxis going
out can be a real pain. .. Because then, hey, I need this drug.
You have to go find someone to get it for you.” RN4I de-
scribed a system-wide failure of the fingerprint scanners used
for access, which “really delayed patient care.”

MDG6E discussed the widely publicized case of a nurse
at Vanderbilt University Medical Center, administering the
wrong medication to a patient in 2017, leading to a patient’s
death [43,60]. There were persistent technical issues with the
medication cabinets (i.e., an availability failure), which led the
unit to formalize overriding the system as a workaround. This
workaround created conditions for a catastrophic integrity
failure as nursing staff had to select from an ambiguous list of
medications, leading one nurse to ultimately administer a fatal
dose of a powerful paralytic instead of the intended sedative.
This case demonstrates that in clinical settings, failures are
rarely confined to a single security principle; instead, usability
and availability failures enabled an integrity failure.

Monitoring downtime increases workload and risk. The
unavailability of patient monitoring devices was seen as in-
creasing nursing workload and potentially delaying the recog-
nition of a patient’s decline, leading to significant harm—
52.7% (Ss = 97) reported they could cause critical or catas-
trophic harm, and this was statistically significantly greater

than for EHR systems (OR : 8.2, p < 0.001), all else equal.
RN2I described how the inability to connect a patient’s vital
sign telemetry to the central monitor, requiring them to go to
each patient room to check what might be triggering an alarm,
was “so frustrating because things are beeping, and when you
go into the patient’s room, they’re fine,” creating a risk of
alarm fatigue, a known problem facing clinicians [3,41].

5.7 Managing Unavailability: A Playbook of
Workarounds (RQ2)

Paper charting is the primary EHR downtime procedure.
The frequent experience with system downtime, mentioned
nearly ten times more frequently in our interviews than in-
tegrity failures (Is = 63 vs. Iy = 7), has led clinicians to de-
velop several institutionalized workarounds. The most signif-
icant is reverting to paper charting during EHR downtime.
This practice involves documenting all patient care—from
physician orders to medication administration—on physical
paper records instead of within the electronic system. Even
if clinicians have experienced downtime, they find it highly
disruptive. APP7E recalled their most recent downtime shift
“was awful. But no one’s familiar with it. So I was giving a
verbal order over the phone to one of my nurses, and they’re
like, ‘No, no, you have to write this down.” And so I wound
up just writing an order down on a piece of paper.”

Failures necessitate procedural workaround. Failures
in hospital infrastructure compel clinicians to adopt
workarounds ranging from localized, device-specific solu-
tions to system-wide procedural adaptations. Communication
system failures, in particular, frequently necessitated procedu-
ral workarounds. APP3I described a multi-day outage of the
hospital’s phone system due to a cyberattack, which disabled
the emergency paging system and required runners to pass
messages. For other technologies, workarounds were more
localized, such as MD12I going to a cabinet on a different
unit for a “box of emergency drugs” when a medication cabi-
net was unavailable. Similarly, poor usability of official tools
drove clinicians to use alternative communication channels to
compensate for system deficiencies (I = 5). MD10I discussed
this frustration regarding texting images for consults, saying,
“You need to take care of somebody, and you’re not willing to
wait for technology to not work that well.”

Informal knowledge is critical for resilience. Another key
theme was that many of these resilience strategies are not for-
mally taught, but passed down informally between colleagues.
This was especially true for technologies that frequently fail.
RNSI noted, “it’s like a thing I have to teach to the [new]
nurses. I’'m like, *Oh, this frequently doesn’t work. Just do it
this way.”” This reliance on informal knowledge demonstrates
clinicians’ adaptability but also highlights a systemic fragility
where care continuity depends on passed-down wisdom rather
than robust, formal procedures.



5.8 Cross-Cutting Themes in Risk Perception

Beyond the specific CIA failures, we found three underly-
ing themes shaping clinicians’ perceptions and responses to
cybersecurity risks.

Prioritizing patient care drives security trade-offs. When
faced with a conflict between security protocols and the imme-
diate needs of patients, clinicians will prioritize patient care.
This often leads to conscious security trade-offs. MD10I ex-
plained because the official telehealth platform “really doesn’t
work well,” he and his colleagues will resort to unsanctioned
tools: “we end up just facetiming. I probably shouldn’t really
say that on the record. But we end up just using our personal
iPhones.” He justified this by explaining his priorities: “my
priority is taking care of patients. And sometimes I feel like
that desire. . . outweighs. . . the importance I place on security.
Similarly, many clinicians mentioned a need to access systems
remotely to provide prompt care (I = 9). These clinicians’
hospitals require them to use VPNs to access patient records,
which protect against man-in-the-middle attacks. Participants
described how this remote access capability introduces new
potential threats from opportunistic shoulder surfers. APP7E
recounted, “I’ve been at conferences before and I’ve seen
people. . . open up their personal laptops and are charting or
following up on a patient thing. .. everyone can see you.”

s

Lack of communication between IT and clinicians. As we
mentioned in Section 4, interviewees were uncertain about
prior security incidents occurring (I = 5), and there appears
to be a lack of details about the causes of incidents. APP3I
described a situation where “I think [the hospital] recently had
their phones hacked. . . so because the phone lines were down,
we couldn’t page even for emergencies.” APP3I explained
how there was no follow-up about what occurred. This lack of
communication extended to more routine maintenance. RN8I
talked about how they try to keep at least one infusion pump
per bed on the floor, but the pumps are taken by I'T/biomedical
engineering for patching without consulting the nursing staff,
finding “ourselves hiding pumps in cabinets because we know
these people come around, [and take] the pumps.”

Training’s focus on compliance shapes risk perception.
The heightened focus on confidentiality failures’ likelihood
appears to be strongly shaped by hospital-mandated security
training. Almost all interviewees (I = 11) described their an-
nual training as focused on HIPAA compliance, preventing
phishing, and password hygiene. As RN8I summarized her
training’s core message, it is “mostly privacy...they don’t
want them getting access to our EHR. . . they’re like, "Don’t
put out your password because then they’ll get access to all
your stuff.”” This constant reinforcement of privacy rules and
personal culpability likely frames clinicians’ risk perception,
making them highly attuned to common privacy violations
while focusing less on less frequent but more dangerous in-
tegrity and availability failures.

6 Discussion

In this section, we discuss future work necessary to under-
stand the strengths and weaknesses of clinicians’ existing
natural defense mechanisms—their clinical gestalt and manual
workarounds. We also provide recommendations to build se-
curity controls steeped in the realities of clinical work that aug-
ment these defenses without introducing unnecessary burdens
on patient care—as is the case for current security controls.

Designing for clinical reality. The tension between security
and patient care is most acute in the context of clinician mobil-
ity and emergencies. The current paradigm often forces a false
choice: follow security protocol or deliver immediate care.
Our findings regarding the friction caused by static authenti-
cation mechanisms align with Stobert et al.’s observations in
emergency departments, where the high-tempo environment
necessitates fluid interaction with technology [58]. Similarly,
the prevalence of unsanctioned workarounds we observed
echoes Wani et al.’s findings on BYOD usage, where clin-
icians bypass hospital-issued devices in favor of personal
tools that offer better usability and efficiency [69]. Unsur-
prisingly, clinicians choose care. This is a design failure, not
a user failure; one that is particularly critical as the US is
considering requiring 2FA in a planned HIPAA update [23].
While there are known attacks against badge-based access
schemes [34,72], clinicians significantly preferred them over
authentication mechanisms, such as 2FA and passwords, as
they were the only authentication mechanism that fit clin-
icians’ highly mobile work (Section 5.3). Further work is
necessary to develop 2FA schemes that support mobility. Al-
ternatively, we believe it is worth considering whether the
threat models utilized in prior badge-based schemes still hold
in the more controlled clinical setting, or if some addition
of sweeps for skimming [7,52, 54] and regular badge code
recycling might be sufficient to mitigate these attacks.
Additionally, clinical environments require security that
is fluid and emergency-aware (Section 5.3). One potential
solution is to create the digital equivalent of the “crash cart”
clinicians use in medical emergencies, which provides quick
access to medications that would otherwise require additional
authorization. Systems could be designed with an explicit,
auditable “break-glass” configuration. In an emergency, non-
essential security controls could be temporarily relaxed, e.g.,
extending a session timeout on a specific terminal, with all
actions subjected to heightened logging and post-event review.
Current healthcare security standards, such as the Health
Industry Cybersecurity Practices (HICP) [18] and NIST SP
800-66 [44], heavily emphasize technical controls like 2FA
and strict access management. While effective in enterprise
environments, our study highlights that these standards of-
ten lack the flexibility required for clinical workflows. For
instance, while HICP recommends 2FA to mitigate creden-
tial theft, our participants viewed it as a significant barrier to
care during emergencies. This suggests that standards bodies



should evolve to include “break-glass™ provisions or context-
aware authentication that accounts for the physical security
and urgent nature of the inpatient setting.

Understanding clinical gestalt as a security defense. A cen-
tral theme from our interviews is that clinicians rely on their
“clinical gestalt,” a holistic and intuitive assessment of the
patient, as their primary defense against data integrity failures
(Section 5.4). Their focus is rightly on immediate issues to
patient safety, and they are skilled at identifying data clearly
inconsistent with a patient’s condition [16,71]. This gestalt
can be a security strength, but more work is necessary to under-
stand its bounds. While security experts often model threats
based on technical feasibility and worst-case scenarios [64],
our results suggest that clinicians filter these threats through
a probability lens based on their clinical knowledge. A key
misalignment exists here: experts design for the sophisticated
attacker who can spoof data perfectly, while clinicians rely
on a defense that assumes attacks will lack medical nuance.

Determining whether a data anomaly is malicious or merely
a benign error, which our participants noted is common, is
non-trivial. Simply flagging all data inconsistencies implies
a high risk of exacerbating alert fatigue, already a signifi-
cant patient safety hazard [3,41]. Therefore, we recommend
leveraging clinical gestalt to filter obvious errors, thereby re-
ducing the cognitive overhead of real-time integrity checks.
To operationalize this, research must interrogate the bounds
of this defense. Existing clinical protocols, such as the “Pneu-
mothorax” checklist in the Stanford Emergency Manual [28],
already encode methods for verifying data consistency (e.g.,
validating machine readings against physical breath sounds).
These protocols offer a roadmap for designing security tools
that support, rather than override, clinician intuition.

Bridging the communication gap. A recurring theme is the
breakdown in communication between [T/security teams and
clinicians. Participants noted system updates are often poorly
communicated (Section 5.8), and information about prior se-
curity incidents is rarely shared (Sections 4, 5.8). This lack
of transparency leaves clinicians unprepared and fosters a
reliance on informal, ad-hoc workarounds. To build a truly
resilient system, we must foster a culture of open commu-
nication between clinicians and security staff. This reflects
broader stakeholder challenges identified by Kustosch et al.,
who found that the "patching" process for medical devices
is often opaque to the clinical staff relying on them, creating
friction when availability is impacted [38]. Furthermore, as
Gutfleisch et al. note, there is often a separation of concerns
where clinical staff view security as solely an IT responsi-
bility, disengaging from the shared ownership required for a
resilient safety culture [29].

One option is to adopt a common medical community tradi-
tion: the Morbidity and Mortality (M&M) conference [5, 10].
M&Ms are blameless post-mortem incident discussions to
identify root causes and determine process changes. Clini-

cians conduct these post-mortems anytime there is unexpected
patient harm or a severe risk to patient safety. Cybersecu-
rity should be incorporated into these discussions by having
IT/Security teams join or prompt M&Ms when appropriate
to discuss technology and security failures, with an emphasis
on specific impacts to patient care. This would allow clini-
cians to understand how security failures manifest in their
environment, contribute their expertise to developing robust
resilience strategies, and inform clinical simulations [16,71].
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Figure 5: Perceived harm and likelihood for each scenario across the technology groups.
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Figure 6: Perceived impact on care from security controls, communications devices, and remote access tools.
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